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Abstract. Personal data is increasingly positioned as a valuable asset. While individuals generate and
expose ever-expanding volumes of personal information online, certain tech companies have built their
business models on the personal data they gather. In this context, lawmakers are revising data protection
regulations in order to provide individuals with enhanced rights and set new rules regarding the way
corporations collect, manage, and share personal information. We argue that recent data protection
regulatory frameworks such as the European Union’s General Data Protection Regulation (gdpr) or the
California Consumer Privacy Act (ccpa) are fundamentally about data management. Yet, there have been
no attempts to analyze the regulations in terms of their implications on the data life cycle. In this paper, we
systematically analyze the gdpr and the ccpa, and identify their implications on the data life cycle. To
synthesize our findings, we propose a semi-formal notation of the resulting changes on the personal data
life cycle, in the form of a process and data model governed by business rules, consolidated in a reference
personal data life cycle model for data protection. To the best of our knowledge, this study represents one of
the first attempts to provide a data-centric view on data protection regulatory requirements.
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1 Introduction

The idea of a right to privacy is not a novel one -
in the 19th century, the attorney Samuel Warren
and the lawyer Louis Brandeis described a “right
to be left alone” (Warren and Brandeis 1890).
Organizations’ ever-enhancing ability to acquire
and process personal data makes this increasingly
relevant in our current reality. Through customer
relationship management (CRM), personal data
has become of strategic relevance for enterprises
to improve interactions with their customers and
create mutual benefits (Payne and Frow 2005). As
individuals generate and expose ever-expanding
volumes of personal information online, “digital
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native” enterprises assemble individualized pro-
files to target consumers and deliver personalized
content and services. In fact, personal information
processing is the very foundation of some of the
last decade’s most successful corporations. From
a privacy perspective, this leads to a redefined
threat landscape. When it comes to data, the idea
of misuse traditionally refers to security concepts
and expresses the risk of unauthorized access,
meaning that a malevolent, external party might
access data. The increasing scope of personal data
processing has also enlightened a new threat: that
of “unintended inferences” (Burt 2019), which
occurs when a rightful custodian of personal data
uses it for unauthorized purposes.

Addressing this threat is the objective of all
data protection regulations, and it is no surprise
that they started appearing in Europe in the early
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1980s, following the widespread adoption of in-
formation systems in enterprises (Hirschheim and
Klein 2012). Having been introduced before the
democratization of the internet, these regulations
needed to be substantially revisited to cope with
the exploitation of personal information by cer-
tain tech companies. This was the motivation
for major revisions of data protection regulations
(Mitrou 2017; Nicolaidou and Georgiades 2017),
such as the European Union’s General Data Protec-
tion Regulation (gdpr- European Parliament and
Council of the European Union (2016)), and the
State of California’s Consumer Privacy Protection
Act (ccpa- California State Senate (2018)).

While these regulations aim to impose restric-
tions on corporate behaviors, they are fundamen-
tally about data management, bearing technical
as well as organizational impact for data man-
agement organizations (Hakim et al. 2018). They
introduce data-related rights and data transparency
requirements (both internal and external) that force
organizations to substantially rework their data
management practices. To comply with emerg-
ing data protection regulations, organizations must
gain a precise overview of and change the way they
manage personal data from beginning (gathering)
to end (archiving or even deletion).

Over the years, in research as well as practice,
data-centric life cycle models have been developed
with this objective in mind, of which the model
built by Levitin and Redman (1993) was one of the
first. These models describe all necessary steps to
manage data elements form start to finish. They
stem from a variety of domains and address diverse
data types (e. g. product data, scientific/research
data), but very few are applicable to personal data.
When such models consider privacy aspects at
all, the information is usually derived from non-
legal definitions of privacy and is not aligned with
the precise legal requirements. Similarly, privacy
research in IS has not focused on regulatory mat-
ters (Bélanger and Crossler 2011) and neither has
customer relationship management or consumer
research. Based on this observation, this paper
addresses two research questions (RQs):

• RQ 1: What is the impact of data protection
regulations on the personal data life cycle?

• RQ 2: How could data life cycle models be
amended in order to address regulatory require-
ments for data protection?

To address RQ 1, we analyze two recent data
protection regulation frameworks (the gdpr and
the ccpa). We find that these requirements directly
impact the way data objects are created, processed,
and maintained. From our analysis, we propose
a classification of legal requirements from data
protection legislation and show how they impact
the data life cycle stages.

As an answer to RQ 2, we propose a reference
personal data life cycle model for data protection,
which comprises a data life cycle notation for
data protection, outlining how general data man-
agement activities and steps are impacted by the
aforementioned regulations. The notation is com-
plemented by data model extensions to capture
compliance-relevant attributes, as well as business
rules to operationalize the life cycle process.

We start the detailed content by presenting
perspectives on the regulatory context and the
notion of personal data and reviewing existing
research related to data protection and the data life
cycle. We then outline our research methodology
and process. Finally, we present a classification
of legal requirements and derive a data life cycle
notation with process and data models, as well
as related business rules. We conclude with a
summary and outlook on future research.

2 Background

2.1 Data protection regulatory landscape
Since May 25, 2018, the gdpr directly applies to
every European Union (EU) member state (Art.
99), repealing the preceding Data Protection Di-
rective (95/56/EC, Art. 94). It addresses the need
to remedy the fragmented implementations of the
Data Protection Directive and accounts for the
significant changes introduced by the mainstream
adoption of the internet and the digital transfor-
mation (Mitrou 2017; Nicolaidou and Georgiades
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2017). Any organization that processes EU citi-
zens’ personal data must comply with it, regardless
of its geographical location. Violations are punish-
able by substantially higher fines (up to 20 million
euros or 4% of an organization’s global revenue,
when previous regulations averaged about 500,000
euros). The gdpr constitutes a landmark regu-
lation for data protection in the EU and similar
regulations are being introduced in other parts of
the world. In Europe, Switzerland is currently
undergoing an overhaul of its data protection legal
framework – after several delays, it is set to be
enforced in the beginning of 2022 and is expected
to incorporate the measures the gdpr (Métille
and Raedler 2017) introduced. In 2017, China
introduced its cyber security legislation, which
covers data protection aspects such as personal
information protection and rules for transnational
data transmission. In 2018, following a supreme
court judgment that declared privacy a fundamen-
tal right, India introduced a draft for a Personal
Data Protection Bill (Parliament of the Repub-
lic of India 2018), with the objective of acting
as a reference template for developing countries
to introduce similar regulations (Palanisamy and
Nandle 2018). The United States of America still
does not have a single, general data protection
regulation. Instead, several sector-specific laws
co-exist, such as the Children’s Online Privacy
Protection Rule, the Federal Privacy Act (which
only applies to federal agencies), and HIPAA (in-
troduced in 1996, it contains requirements similar
to the gdpr ’s, but is restricted to health-related
data). Since the Facebook-Cambridge Analytica
data scandal of 2018, there have been calls for a
federal gdpr-inspired data protection regulation
(Rubio 2019). So far, only the state of California
has passed its own gdpr-inspired data protection
law (California State Senate 2018), which became
effective on January 1, 2020.

Although these regulations originate from dif-
ferent legislative bodies, they all address the same
issues, and some are directly inspired by the gdpr.
Therefore, even if their requirements are posi-
tioned at differing levels of severity, the underlying
concepts (such as personal data, data processing,

consent, organizational and technical measures,
and processes) remain the same, allowing for com-
parisons. Most importantly, existing transparency
mandates have been strengthened. Organizations
must now inform individuals about data process-
ing in clear language and separately from general
conditions, at the point of data collection. This
means that organizations must define processing
purposes for collected data elements before they
gather such data. In the gdpr, they are addition-
ally required to present granular consent options
as opt-in for non-mandatory processing activi-
ties. Both the gdpr and the ccpa introduce the
concept of accountability, which prompts organi-
zations to be able to demonstrate compliance with
the regulation. As they process data, they must
also operationalize data rights, referring to access,
rectification and restriction. When processing is
no longer necessary or desired, individuals may
request that their data records be deleted from
enterprise systems.

2.2 Defining personal data
From a regulatory perspective, personal data can
be defined as “data enabling direct or indirect
identification of a single physical person, data
that is specific to a single physical person without
enabling identification, data that can be linked to a
physical person, data regarding which anonymiza-
tion techniques cannot completely mitigate the
risk of re-identification” (Debet et al. 2015). In
practice, most companies collect personal data
about their customers, and it is often referred to
as consumer or customer data. In that regard, it
can be defined as “a set of data that represents and
is associated with the identity, activities and ser-
vice offering associated with a unique individual”
(Tapsell et al. 2018). The aspect of service of-
fering is prevalent in the consumer/customer data
literature and has been emphasized in the broader
customer relationship management (CRM) field.
In CRM, customer data is considered as an oppor-
tunity to understand the customer and co-create
customer value (Payne and Frow 2005). The re-
lated contributions focus on collecting, organizing,
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and using customer data in order to build long-
term relationships with customers (Saarijärvi et al.
2015). In this study, we consider personal data as
data that contains personally identifiable informa-
tion, meaning that it identifies a specific individual
and/or provides information about them.

2.3 Data life cycle management
In order to reflect the changes in data management
practices induced by recent data protection regula-
tion frameworks, this study uses the data life cycle
as a frame of reference. On a high level of ab-
straction, “the life cycle of something [. . . ] is the
series of developments that take place in it from its
beginning until the end of its usefulness” (Collins
English Dictionary 2019). The life cycle concept
has been applied to various data-related domains
(e. g. product data, scientific/research data) and
has enjoyed a renewed interest in the context of big
and open data landscapes. Four overview studies
provide a comprehensive analysis and synthesis
of the data life cycle and will be summarized in
the next paragraphs. Out of the multitude of data
life cycle models covered, we have identified only
one that specifically deals with personal data.

Möller (2013) conducted an extensive meta-
analysis of life cycle models to derive the Abstract
Data Lifecycle Model (ADLC) for the semantic
web. He reviewed life cycle models from media
production, e-learning, digital libraries, knowl-
edge and content management and databases – the
last two are the ones closest to our research field.
In the database domain, the data life cycle is often
associated with four basic operations of persistent
storage known as CRUD (create, read, update,
and delete - Möller 2013). In the knowledge
and content management domain, which repre-
sents the largest subset in Möller (2013)’s study,
seven models outline the steps that enable organi-
zations to capture implicit knowledge, structure
it in a way that fits the need of the target audi-
ence, and maintain it as it evolves. These models
put an emphasis on ontology development (Staab
et al. 2001), roles, processes and tools for meta-
data generation (Greenberg 2003), web content
management systems (McKeever 2003), digital

curation (Higgins 2008) and semantic applications
(Modritscher 2009), among others. They put an
emphasis on data creation/authoring, distribution,
maintenance, and preservation, but do not specifi-
cally target personal data. These steps, especially
the latter, are not highly relevant with regards to
personal data, in the sense that the data is gen-
erally collected “as is” and is not the result of a
dedicated creation/authorship process. Further-
more, the preservation aspect contradicts legal
requirements that emphasize data deletion.

In the same year, Ofner et al. (2013) proposed a
framework for data life cycle models in the context
of master data management. Although the study
approaches the topic from a product data point
of view, the authors surveyed general life cycle
models in the master data domain. One of them
(Levitin and Redman 1993) puts the data life cycle
in three main activity clusters: the acquisition
cycle, the usage cycle, and assessment activities
that intervene in both cycles, and include data
deletion. This perspective is aligned with data
protection, and the argument can be made that
all life cycle models, regardless of the domain,
can be described according to this structure. This
also holds true for the general steps the profes-
sional association DAMA International (2009)
outlined which additionally suggest that “when
effectively managed, the data lifecycle begins even
before data acquisition, with enterprise planning
for data, specification of data and enablement of
data capture, delivery, storage, and controls.” This
perspective is in line with informational duties
prescribed by data protection regulations.

The studies by Sinaeepourfard et al. (2016b)
and Sinaeepourfard et al. (2016a) present a meta-
analysis of 17 data life cycle models. They stem
from a variety of domains and there is a significant
overlap with those Möller (2013) and Ofner et al.
(2013) analyzed. According to Sinaeepourfard et
al. (2016a), the observed large number and topical
variety of data life cycle models can be explained
by the fact that they are meant to address the
specific requirements of a particular field, which
is not aligned to the authors’ goal of establishing
a “scenario-agnostic” model.
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Among this abundant literature, we found only
one data life cycle model that specifically ad-
dresses personal data management (Alshammari
and Simpson 2018). It is based on the ADLC
model Möller (2013) proposed and uses the Global
Privacy Standard as reference to incorporate pri-
vacy by design aspects into the data life cycle.
Although it specifically mentions the gdpr, the
authors approach the topic through a wider set of
principles to prevent limiting the scope of their
model to a specific regulatory framework. The
study elaborates on the various roles involved in
the life cycle stages and describes the associated
activities and dependencies in terms of input and
output. It also explains the steps through a con-
crete case study. This contribution is much closer
to our research objective, although it is not meant
to express regulatory requirements.

2.4 Research motivation
We can summarize the literature as follows. First,
we observe an increasing number of data protec-
tion regulations that build on similar concepts and
seek to extend data protection requirements toward
increased transparency and control for individu-
als. Implementing these requirements prompts
companies to revise data management practices.

Second, prior research on personal data man-
agement mostly focuses on customer/consumer
data and does so either from a CRM perspective,
or investigates the non-legal aspects of privacy.

Third, the data life cycle research domain is
a prolific one and comprises a large number of
domain-specific contributions, as well as a few at-
tempting to generalize life cycle concepts. Among
these contributions, only one data life cycle model
addresses the topic of personal data. However,
even though it mentions the gdpr as exemplary
motivation, it does not formally integrate a regu-
latory compliance point of view.

To address this gap in the literature, our study
contributes a regulation-focused and data-centric
approach to personal data management by ana-
lyzing and expressing data protection regulatory
requirements in the data life cycle, and propos-
ing data objects, attributes, and business rules

to operationalize data life cycle steps. We adopt
an end-to-end lens on the data life cycle, with
a starting point prior to data collection. In that
sense, our approach constitutes an answer to the
call for data protection by design and by default
formulated in the gdpr (Art. 25).

Our data-centric focus means that we have ex-
cluded other aspects of data protection regulations.
We do not cover organizational requirements such
as appointing a data protection officer or adopting
a code of conduct. We also do not address infor-
mation security requirements, which are related
to a different research domain, and are generally
addressed separately in practice.

3 Research approach

In order to develop the data life cycle model in
a rigorous scientific research process, we follow
the established design science research guidelines
(Hevner et al. 2004) and the methodological steps
Peffers et al. (2007) suggested. As depicted in
Fig. 1, our research process comprised three design
iterations and involved four focus group meetings.
These focus groups were held with more than 25
data management experts from 20 multinational
organizations. Each focus group lasted approxi-
mately two hours and focused on either problem
identification (Focus groups 1 and 2) or evaluating
different versions of the artifact (Focus groups 3
and 4).

During the first step, we analyzed the imple-
mentation challenges induced by data protection
regulations. For this purpose, we analyzed the
complete gdpr regulations, based on foundational
data protection principles. Our primary sources
consisted of legal textbooks (Bensoussan et al.
2018; Debet et al. 2015; Meier 2011; Voigt and
Von Dem Bussche 2017). We then discussed
the gdpr’s requirements with experienced prac-
titioners in Focus groups 1 and 2 and collected
questions as well information about implementa-
tion challenges or difficulties in their organizations.
This resulted in the observation that regulatory
requirements are formulated in a way that does not
immediately translate in data management terms.
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Identify problem and motivate
§ Review of legal data protection literature

Initial GDPR analysis

§ Focus group 1 (6 organizations, 6 participants)
§ Focus group 2 (11 organizations, 12 participants)

1

Define objective of solution
§ Study of available data life cycle models2

Design cycle 1
Review of GDPR-specific literature

§ Review of data life cycle literature
3

Evaluation 1
Focus group 3 (7 organizations, 9 participants)

§ Expert interview (senior academic researcher)
4

Design cycle 2
CCPA analysis

§ BPMN notation chosen
5

Evaluation 2
§ Focus group 4 (7 organizations, 9 participants)6

Design cycle 3
§ Data model added

Business rules (expressed according to SBVR
specification) added

7

Communication
§ Academic paper9

Evaluation 3
§ Expert interviews (data managers)
§ Academic review (researchers)

8

Figure 1: Research process

As a result, practitioners were unsure of the impact
of such requirements on their activities.

During the second step, we determined the ob-
jectives of our study. To address the gaps identified
in the first phase, we set out to develop a data life
cycle model for the specific purpose of represent-
ing data protection regulatory requirements.

The third step consisted of the first design cycle.
To develop the data life cycle model, we analyzed
legal literature that is focused on the gdpr in order
to derive key principles that underpin the emerging
regulations. We then analyzed the gdpr according
to these principles and extracted requirements that

impact data management. For this purpose, we
looked into gdpr-specific literature (De Hert and
Papakonstantinou 2012, 2016; Guadamuz 2017;
Mitrou 2017; Nicolaidou and Georgiades 2017;
Tikkinen-Piri et al. 2018) as well as guidelines
from official authorities (Commission Nationale
de l’Informatique et des Libertés 2018; European
Data Protection Board 2018a,b).

We then conducted a literature review on data
life cycle models. This enabled us to understand
the typical articulation of data life cycle steps,
and to confirm that existing models did not ac-
count for the specific requirements imposed by
data protection regulations. Based on this review,
we designed a first iteration of our data life cy-
cle model, which extended existing models by
amending and adding steps.

In a fourth step, our proposed model was evalu-
ated through the third focus group with nine prac-
titioners from seven organizations. Participants
confirmed the general structure and commented
on the consistency of the model (specifically, the
order in which to position one of the newly de-
signed steps), as well as on its level of detail. We
also gathered concrete difficulties and roadblocks
participants encountered along each life cycle step.

The fifth step consisted of the second design
cycle, and we included the ccpa in our analysis
of legal requirements in the light of the founda-
tional principles identified during the first step.
In parallel, we proceeded to rework our data life
cycle model, based on the feedback. At this stage,
bpmn was chosen as a reference notation, and the
data life cycle reference model was redesigned
accordingly.

In a sixth step, the redesigned data life cycle
model was evaluated by means of an expert inter-
view with a senior information systems researcher
with knowledge of privacy and compliance topics.
Additionally, we used a questionnaire distributed
during Focus group 4 (with nine participants from
seven organizations). We selected relevant eval-
uation criteria as described by Prat et al. (2015)
with regards to the model’s structure (criteria:
fidelity to modeled phenomenon, simplicity, com-
pleteness, and consistency) and fit to the target
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audience’s environment (criteria: usefulness and
ease of use). Our expert, as well as focus group
participants, agreed that the proposed model was
valid (accurately depicting data protection legal
requirements), had an appropriate level of detail,
consistent steps, and was easy to understand. In
fact, these dimensions received evaluation scores
of 4 and above (with 2 holdouts for the fidelity
criterion). However, we observed lower scores
with regards to the simplicity and usefulness of the
model, with a consensus at around 3 out of 5, and
one 2 out of 5. In their comments, participants
noted that the model did not provide sufficient
guidance about how to handle these steps in prac-
tice, especially on a technical level. Examples
of remarks from the evaluation questionnaire in-
cluded the following:

• “Detailed model is more tangible and sophisti-
cated.”

• “Provide a pragmatic proposal – how to manage
it in reality.”

• “Elaborate on details, e. g. rules, technical han-
dling, etc.”

• “Propose a business data model with the whole
meta-data management in it, including end-of-
life information.”

To alleviate these concerns, the seventh phase
consisted of an additional design cycle to en-
rich the data life cycle model with a simple,
compliance-oriented data model, containing data
elements (objects and attributes) that need to be
recorded in order to operationalize the proposed
steps on a technical level. The data model is
supported by business rules that were designed
following the Semantics of Business Vocabulary
and Business Rules (sbvr) standard. A set of
structural business rules specify the content of
data objects in the data model, and a set of oper-
ational business rules steer the life cycle process
and specify data operations throughout process
steps, using the CRUD set of operations.

The eighth step consisted of an evaluation of
the data model and business rules, by means of
three expert interviews with representatives of two

multinational organizations, as well as researcher
feedback form the academic review. At this stage,
we sought to guarantee the understandability, com-
pleteness, consistency, and effectiveness of the
models and business rules (Prat et al. 2015). In
addition, we evaluated the adequacy, usefulness,
and applicability of the overall approach, referring
to the combination of the life cycle model, data
model, and business rules taken together. These
evaluations were carried out as semi-structured
interviews, and questions were evaluated based on
a 5-level Likert scale. The experts consisted of a
data architect and a data community manager from
an organization active in the life-sciences industry,
as well as a data architect from an organization
active in the fashion & jewelry industry. All of
them have over ten years of experience in the data
management domain. The experts viewed the
overall approach, data model, and business rules
positively - their average rating of each dimension
was above 3 (5 indicating full agreement) for all
criteria except one.

Specifically, the data life cycle model’s (s.
Fig. 3) ability to show the impact of data pro-
tection regulations on data management activities
was rated with 4 out of 5 by all experts. The
understandability, completeness, consistency and
efficacy of the data model and business rules in
the onboarding and usage phase were all rated
with a minimum of 4 out of 5. Regarding the
business rules for the end-of-life phase, two of
the experts rated all criteria with a minimum of 4.
One of them agreed that they were understandable
and consistent (4 out of 5), but questioned their
completeness and, as a result, efficacy. We made
minor adjustments to the model to account for this
feedback.

Following comments from academic reviewers,
we also amended the data life cycle model to better
reflect the gdpr’s right to restriction (art. 18) and
breach notification requirement (art. 33). In order
to maintain consistency with the updated data life
cycle model, attributes registering the provenance
of personal data and its recipients for a given
processing purpose were added to the data model.

This paper constitutes the ninth and final step.
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4 Integrating data protection
requirements in the data life cycle

4.1 Data life cycle for personal data
In order to analyze the way data protection re-
quirements impact the data life cycle, we started
by synthesizing the steps described by existing
data life cycle models. To that end, based on
the literature review presented in Section II, we
selected those with a connecting link to personal
data management. We therefore included the
abstract data lifecycle model Möller (2013) sug-
gested, as it synthesizes and generalizes several
other existing models. The model Alshammari
and Simpson (2018) proposed is included as well,
since it is derived from Möller (2013), and is the
only one that specifically focuses on personal data.
Because personal data manifests itself in the con-
sumer/customer data domains in organizations,
we also included data life cycle models related to
master data management (DAMA International
2009; Levitin and Redman 1993).

Most models, except for Levitin and Redman
(1993), start with a planning phase, prior to data
acquisition. It serves various purposes – for Möller
(2013), it defines the intent for creating the data
and the internal requirements, such as data own-
ership, that will apply to the data post-collection.
Alshammari and Simpson (2018) phrase this intent
in terms of the planned use of the data, referring to
the purpose of data processing, while DAMA In-
ternational (2009) frames it as a preparatory phase
to ensure proper alignment with an organization’s
system design processes.

All models then describe the step of collecting
data and bringing it into an organization’s sys-
tem, which is referred to as creation, collection,
obtaining values, acquisition, or publication. By
mentioning the CRUD set of operations, Möller
(2013) suggests that these steps might be broken
down further, in which case a first step would con-
sist of acquiring and collecting the data. A second
step would be translating it into an organization’s
data structure and making it consistently available
in its systems. Although not explicitly stated, a
similar inference can be drawn from Alshammari

and Simpson (2018), who mention a conceptual
modeling step at the very beginning, prior to the
planning phase, in order to specify the required
data, the purposes for which personal data is to
be processed, and the logical and physical data
models.

The next step revolves around the usage of data
and accompanying activities. Here, Möller (2013)
leans towards knowledge management/sharing and
introduces steps closely related to getting feedback
from internal as well as external users, while (Lev-
itin and Redman 1993) emphasizes quality control
and generating related results. At this stage, Al-
shammari and Simpson (2018) distinguish access
and usage, but also outline privacy-related steps,
such as retention and review/disclosure. DAMA
International (2009) centers on data maintenance.

All models also address the end-of-life of data,
and comprise a step that corresponds to their
removal from processing systems. In that same
phase, before removal, Möller (2013) and DAMA
International (2009) introduce an archiving step
during which data can still be retrieved, while
Levitin and Redman (1993) focus on evaluation
activities prior to removal.

Steps
Onboarding Usage End-of-life

(1)

Ontology
development,
planning,
creation

Publication,
refinement, access,
external use,
feedback

Archiving,
termination

(2)

Define view,
implement view,
obtain values,
update records

Define subview,
retrieve, manipulate,
present results, use,
assessment,
analysis, adjust,
update records

Obtain values,
assessment,
analysis,
discard

(3)
Plan, specify,
enable,
create and acquire

Maintain and use Archive and retrieve,
purge

(4) Conceptual modeling,
initiation, collection

Retention, access,
usage, review,
disclosure

Destruction

Table 1: Data life cycle stages and steps (where 1 =
Möller 2013, 2 = Levitin and Redman 1993, 3 = DAMA
International 2009 and 4 = Alshammari and Simpson
2018).

As synthesis, and in order to clearly structure the
remainder of this study, we can derive three main
stages showing through the aforementioned data
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life cycle models: onboarding (comprising the
planning and collection/creation of data), usage
(comprising all steps to be performed as data
is stored and processed in systems), and end-of-
life (comprising archival and deletion). Tab. 1
presents a summary of data life cycle steps as they
appear in the models, classified according to these
three stages.

4.2 Data-centric legal requirements
As per our research process, we started by investi-
gating requirements from the gdpr to analyze how
data protection regulations impact the data life cy-
cle. We formulated the assumption that principles
underpinning these requirements are representa-
tive of data protection to a broader extent and
would apply to other data protection regulations.
We verified this assumption by integrating the
ccpa in our analysis in a second step.

In analyzing the gdpr, we excluded the first
chapter, which contains definitions and defines
the material and territorial scopes of application.
Chapters II and III, which contain principles and
data rights, were included, as well as the first sec-
tion of Chapter IV, which indicates data processing
organizations’ duties. The following sections of
Chapter IV were excluded, as they cover security
aspects (which we purposefully excluded from
our study) and organizational aspects (such as im-
pact assessments, data protection officers, codes
of conduct, and certifications). The remaining
chapters were not considered, as they deal with
legal and judicial aspects that have no impact on
data management activities.

With the selected chapters, further legal dispo-
sitions were set aside. Art. 10 targets information
processing related to criminal convictions, which
is a specific case that only applies to legal authori-
ties. Similarly, Art. 23 gives national authorities
a possibility to enact stricter rules regarding spe-
cific processing cases, such as homeland security,
defense, and enhanced protection of individuals,
which are also prerogatives of legal authorities.
Art. 11 relates to the scope of the gdpr in that it
confirms that the processing of data that does not

require the identification of individuals falls out-
side the scope of the regulation. Art. 12 defines
modalities according to which organizations are
expected to interact with individual requests, for
example in terms of responsiveness and clarity,
and states that the communication of information
regarding data processing should occur without
financial retribution. Finally, Art. 31 simply
states that organizations must collaborate with
supervisory authorities upon request.

To assess the impact of the data protection reg-
ulations on data management practices along the
data life cycle, we have synthesized the relevant
requirements into six categories of rights, and two
categories of accountability requirements. These
findings are consistent with the analysis provided
in the legal literature, regarding rights (Bensous-
san et al. 2018, pp. 30–31, Voigt and Von Dem
Bussche 2017, pp. 31–38) as well as accountabil-
ity principles (Nicolaidou and Georgiades 2017,
Bensoussan et al. 2018, p. 12, Voigt and Von
Dem Bussche 2017, p. 44). Tab. 2 provides an
overview of the coverage of each category in the
gdpr and the ccpa, and outlines the impacted
data life cycle stage, according to the main stages
derived in the previous section. We will present
these categories in the following paragraphs and
map the ccpa ’s requirements to each of them.

Requirement GDPR CCPA O U E
R: Information Art. 7, 13, 14 §1798.100 X X

R: Access Art. 15, 18, 20 §1798.110
§1798.115 X

R: Deletion Art. 15, 17 §1798.105 X
R: Rectification Art. 7, 16, 21 N/A X
R: Restriction Art. 18 N/A X
R: Consent Art. 7, 8, 22 §1798.120 X X
A: Documentation Art. 19, 24-30 §1798.130 X X
A: Authorization Art. 5, 6, 9 §1798.130 X

Table 2: Regulatory requirements throughout the data
life cycle (where R = right, A = accountability require-
ment, O = onboarding, U = usage and E = end-of-life).

Right of information. These rights are related
to the principle of transparency (European Data
Protection Board 2018b), and require that data
processing measures be clearly communicated
(Nicolaidou and Georgiades 2017, Bensoussan
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et al. 2018, p. 17). Concretely, organizations must
inform individuals about the data elements they
collect and detail the purposes for which they will
be used in a clearly identifiable and understandable
manner. This applies at the time of data collection,
as well as during the entire personal data life cycle
(as long as the organization processes related data
elements). In these latter cases, information rights
are complemented by access rights. These rights
are expressed in a similar manner in both the gdpr
and the ccpa.

Right of access. As mentioned in the previous
paragraph, access rights are similar to those of
information, but relate to the disclosure of infor-
mation during the data use stage only. In that
sense, individuals may request to access their data
at any time, and organizations must communicate
the related data records.

Right of rectification. In the gdpr, a right
of rectification complements the right of access
(Bensoussan et al. 2018, p. 31), and enables in-
dividuals to request that organizations update the
data related to them. While the right of access is
also present in the ccpa, the right of rectification
is not stated in the regulation.

Right of restriction. In the gdpr, a right of
rectification enables individuals to contest the pro-
cessing of the data related to them by an organiza-
tion (e. g., due to inaccurate data or unauthorized
processing). Art. 19 gdpr states that they can
request that organizations stop processing the re-
lated data until the dispute is resolved. In this
case, organizations must effectively “freeze” the
processing of data related to the individual. Art.
19 gdpr also states that potential third-party re-
cipients of the related data must be informed of
the restriction.

Right of consent. In the gdpr, consent is a
foundational principle (Bensoussan et al. 2018;
European Data Protection Board 2018a; Voigt
and Von Dem Bussche 2017) that requires orga-
nizations to collect explicit authorizations from
individuals as opt-in. It applies when processing
is not based on other available processing bases
(such as contract, legitimate interest, or legal obli-
gation), and goes beyond their scope. It should

also be collected in case data about children is
collected (Art. 8), and when automated deci-
sions will be made based on the collected data
(Art. 22). In the ccpa, the right of consent is
also present, albeit with a restricted scope – the
regulation only enables individuals to opt out of
selling their personal data (§1798.120). The right
of consent applies in conjunction with the rights
of information (at the point of data collection) and
of access (during the usage stage).

Right of deletion. Both regulations provide
individuals with a right to request that organi-
zations delete personal data that relates to them.
This right is not absolute, in the sense that orga-
nizations may need to keep said data, or at least
parts of it, for other purposes. In the gdpr, these
purposes are clearly laid out and refer to the autho-
rization accountability requirements (see below).
For instance, organizations may be required to
retain personal data in order to comply with other
regulations. Once the deletion has occurred, third-
party recipients of the related data must also be
notified (Art. 19 gdpr). In its §1798.105, ccpa
enumerates the situations in which organizations
are authorized to retain personal data.

Authorization (accountability requirement). In
the gdpr, any type of data processing must satisfy
one (or several) of the bases for processing speci-
fied in Art. 5, referring to explicit consent (which
is required for all automated decision-making),
contract execution, compliance with another regu-
lation, safeguarding the individual’s vital interests,
performance of public interest tasks/exercise of of-
ficial authority, and legitimate interests. The ccpa
does not provide a specific list of processing bases,
but §1798.105 nevertheless lists cases in which
organizations are allowed to continue data process-
ing, even if deletion has been requested. These
cases are similar to the gdpr ’s list of process-
ing bases, with an emphasis on fraud prevention
and scientific research (which could be construed
as legitimate interests), as well as enforcing free
speech and other legal requirements.

Documentation (accountability requirement).
The documentation requirement appears in both
regulations. It stipulates that organizations must
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be able to demonstrate the lawfulness of their pro-
cessing activities (authorization), as well as the
fulfillment of the abovementioned rights (Nico-
laidou and Georgiades 2017, Voigt and Von Dem
Bussche 2017, p. 44). This is necessary, for
instance, to enforce the right of access: organiza-
tions must have defined and recorded the base(s)
and purpose(s) of processing in order to com-
municate them upon individual request. From
a broader perspective, and in case of official in-
quiry, organizations must be able to demonstrate
that they process data according to legal require-
ments, meaning that they systematically collect
the necessary data to ensure proper enforcement.

5 Reference personal data life cycle model
for data protection

In this section, we reconcile the data life cycle
steps with the data-centric regulatory requirements
that we have isolated. We start by introducing a
data model for data protection and structural busi-
ness rules, which concretize the accountability
requirements outlined in Section 4.2. Then we
introduce a process model to articulate the relation-
ship between data life cycle steps and data rights,
organized around three subviews corresponding
to the life cycle stages previously identified (on-
boarding, usage, and end-of-life).

Taken together, the data model, the process
model and the business rules form the overarching
reference personal data life cycle model for data
protection, which we introduce in the following
sections.

The data life cycle model has been designed
using a semi-formal notation approach, based on
the Business Process Modeling Notation (bpmn).
We argue that the data life cycle can be expressed
as a process, with different steps that create, read,
update, and delete data objects, in accordance with
the CRUD set of data operations. We chose bpmn
due to its popularity for process modeling in both
academia and practice. It was also suggested by
participants of Focus group 2, so as to make the
model approachable.

Both models are complemented by business
rules expressed using the semantics of business
vocabulary and business rules (sbvr) specifica-
tion, a standard from the Open Management Group
(OMG). It has been designed specifically to formal-
ize compliance rules, and sbvr rules are adequate
to support and complement bpmn process mod-
els (Cheng et al. 2011; Kluza and Honkisz 2016;
Mickeviciute et al. 2017; Skersys et al. 2012a,b).
In our case, they ensure that legal requirements
are met, and support the alignment of the life cycle
process with data management.

5.1 Data model for data protection
In Section 4.2, we established that data protection
regulations express accountability requirements,
according to which organizations must be in a
position to demonstrate compliance with data
protection regulations by making sure all personal
data processing is authorized and documented.
In order to reach this objective, we argue that
organizations must define, collect, and maintain
personal data objects and attributes, as described
by our proposed data model for data protection
(Fig. 2).

Data object

Contains personal data
Provenance
Life cycle status
Consent item

Processing purpose

Purpose description
Personal data required
Processing basis type
Processing basis specification
Recipients
Retention rule

System

1...*

Is stored in

0...*

1...*

1...*

Governs use of

Figure 2: Personal data model for data protection

First, organizations must document the various
purposes for which they process personal data,
hence we suggest a first data object: processing
purpose. Purpose documentation should be built
around the information regarding the goal, autho-
rization and type(s) of data required. To this end,
we propose the following attributes:
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• Purpose description: This should contain
an explanation of the purpose at hand - to what
end is personal data processed. For instance, an
e-commerce retailer could outline that they need
to collect personal data from their customers in
order to process orders.

• Personal data required: This should list
the personal data components that are required
by the purpose, ideally in reference to data ob-
jects and/or attributes in the organization’s data
model. For instance, the e-commerce retailer
would require a customer’s name, address, birth
date and credit card information in order to
process orders.

• Processing basis type: This should indi-
cate possible processing bases (e. g. a contract
according to Art. 5 gdpr) which must be
specified to authorize data processing.

• Processing basis specification: This
should describe the specific basis for the pur-
pose at hand (e. g. details of a specific contract).
In case the processing basis is consent, the
specification should reflect the yes/no question
that individuals will be asked for permission
granting.

• Recipients: If the purpose entails transmit-
ting data to third-party recipients, they should
be specified here, so that organizations can no-
tify such recipients in case restriction or deletion
requests occur (Art. 19 gdpr).

• Retention rule: If the purpose entails a
specific retention rule (e. g. duration for keeping
financial documents), it should be specified
here.

For the processing purpose data object, all
attributes must be recorded, except the retention
rule, as it is not mandatory to specify ending
conditions for processing activities. Consequently,
the following structural business rules apply to the
processing purpose data object:

• It is necessary that processing purpose has
purpose description and personal data
required and processing basis type and
processing basis specification.

• It is possible that processing purpose has
recipients.

• It is possible that processing purpose has
retention rule.

• It is necessary that processing purpose refers
to personal data object.

When it comes to information recorded inside
data objects, we suggest adding the following
attributes to existing data objects:

• Contains personal data: This should be a
Boolean value specifying whether a data object
contains personal data.

• Provenance: This should specify whether a
data object has been directly collected from
the data subject themselves, or whether it was
transmitted by a third-party. Organizations may
also choose to introduce a more fine-grained
classification. This would, for instance, enable
organizations to clarify their data selling duties
as per §1798.115d ccpa, which states that they
cannot resell data that was itself sold to them
without the data subject’s agreement.

• Consent item: This should be a Boolean
value, specifying whether an individual has
opted in or out regarding consent-based pro-
cessing purposes.

• Life cycle status: This should specify
whether a data object is available for regular
use or whether it has been marked for archival
(e. g. in the case of a deletion request occurring
while a processing purpose’s retention rule is
still ongoing) or restriction (in the case of a
restriction request).

Consequently, the following business rules ap-
ply to the data object data object:

• It is necessary that data object has contains
personal data.

• It is necessary that data object has provenance.
• It is necessary that data object has life
cycle status if contains personal data
is true.

http://dx.doi.org/10.18417/emisa.15.9


Enterprise Modelling and Information Systems Architectures
Vol. 15, No. 9 (2020). DOI:10.18417/emisa.15.9
Personal data life cycle for data protection 13
SI on Towards Privacy Preservation and Data Protection in ISD by A. Koschmider, J. Michael and N. Baracaldo

• It is possible that data object has consent
item if contains personal data is true.

• It is necessary that data object refers to
processing purpose and system if contains
personal data is true.

Finally, we suggest documenting systems of
storage using a distinct data object. The ability to
locate storage instances of data records is crucial
for the disclosure and deletion activities and has
been cited as a significant difficulty in several
of the focus groups we conducted. This aspect
is confirmed by Bensoussan et al. (2018, p. 23),
highlighting the need for detailed mapping of
collected data. Peyret et al. (2017) points in the
same direction.

5.2 Data life cycle model for data
protection

In this section, we present the reference personal
data life cycle model with its detailed subviews,
corresponding to each of the data life cycle main
stages (onboarding, usage, and end-of-life). Fig. 3
depicts the data life cycle reference model, which
comprises 12 steps. For each step, we specify
CRUD operations that should be conducted on
data objects and/or attributes in order to opera-
tionalize the regulatory rights and accountability
requirements, as well as related operational busi-
ness rules.

5.2.1 Subview: Onboarding
The entry point in the data life cycle is a require-
ment for new personal data (A1) - this step mirrors
the planning step, as expressed in the models we
analyzed in Section 4.1. It is related to the right
of information, as organizations must define and
expose in advance the bases and purposes of pro-
cessing related to the personal data they intend to
collect. In the first step, organizations must define
in advance the bases and purposes of processing
for personal data, which is a key departure from
previous data life cycle models. At this stage, the
data in processing purpose is created.

The next three steps reflect activities necessary
to bring data into an organization’s system and

synthesize those described by the models we re-
viewed in the previous section. Communicate
processing modalities and collect data compo-
nents correspond to the data collection. Record
data object corresponds to the moving of data into
an organization’s database/data model.

In the second step (A2), the processing basis
and purposes should be displayed when collecting
data from individuals (e. g. on a website). For
that purpose, the data in processing purpose is
read, and the following business rule applies,
concretizing informational duties:

• R1: It is obligatory that processing purpose is
disclosed.

In the third step (A3), data components are
collected from the individual. It specifies which
specific data components should be collected ac-
cording to the processing purpose. The data in
processing purpose is therefore read, and the
following business rule apply:

• R2: It is obligatory that personal data
required is collected.

• R3: It is obligatory that consent item
is collected if processing basis type is
consent.

In the fourth step (A4), data components are
translated into the organization’s structured data
model. At this stage, the data in data object is
created in the system.

5.2.2 Subview: Usage
After data is created, it must be deployed in the
appropriate systems. Deploy data (B1) is derived
from the publication step Möller (2013) suggested,
in the sense of making data available for usage.
Participant feedback from focus groups indicated
that organizations often operate with highly dis-
tributed system landscapes and need to deploy
the data in several other systems that require it.
For instance, in a multinational organization, data
created in one ERP system may need to be de-
ployed in other ERP systems (e. g. region-specific).
Another example is data transfer in data lakes or
other advanced analytics systems, separate from
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Figure 3: Reference personal data life cycle model for data protection. Steps highlighted in grey mirror data protection
requirements and are additions to traditional data life cycle models.

traditional enterprise systems. Therefore, record-
ing target systems at the step of deployment could
ease the creation of a system map for personal
data processing, as Bensoussan et al. (2018, p. 23)
recommended. To that effect, at this step (B1),
the data in system is read and the data object is
updated. Additionally, the following business rule
applies:

• R4: It is obligatory that deployment system is
referred to in data object.

Next, use data (B2) reflects the processing
purposes, and was included in all analyzed models.
At this stage, processing purpose and data object
are read, and the following business rules applies:

• R5: It is obligatory that usage of data object
conforms to processing purpose.

If the desired purpose cannot be fulfilled using
available data objects and purposes, the life cy-
cle process starts again at Step A1, as data and

processing requirements need to be reviewed and
extended, leading to a new instance of processing
purpose. Following this, the new purpose must
be communicated and/or additional data must be
collected accordingly.

Contrary to Alshammari and Simpson (2018),
we did not include a retention step, and argue
that retention is better described in terms of the
retention rule attribute (defined in Section
5.1) than as a distinct step. The disclosure step
Alshammari and Simpson (2018) suggested repre-
sents the exchange of personal data between dif-
ferent organizations. We did not include a similar
step in our model. From a regulatory standpoint,
both the gdpr and the ccpa stipulate that data ex-
changes must be announced as distinct processing
purposes and are therefore encapsulated in the use
data (B2) step.

Alshammari and Simpson (2018) suggest two
steps for data communications - review and disclo-
sure. Their review step originates from individuals
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Create Read Update Delete
A1. Define data and processing requirements Processing purpose (R1)
A2. Communicate processing modalities Processing purpose
A3. Collect data components Processing purpose (R2, R3)
A4. Record data object Data object
B1. Deploy data System (R4) Data object (R4)

B2. Use data Data object, Processing purpose
(R5)

B3. Maintain data Processing purpose Data object

B4. Locate data components Data object
System

B5. Disclose data records Data object
Processing purpose

B6. Restrict data processing Processing purpose (R6) Data object (R6)

C1. Locate data components Data object
System

C2. Archive data Processing purpose (R7) Data object (R7)
C3. Erase data Processing purpose (R8) Data object (R8)

Table 3: Overview of CRUD operations applied to data object at each data life cycle step (related business rule
mentioned when applicable).

and corresponds to the rights of access and recti-
fication, which we have chosen to model as two
distinct steps, namely disclose data records and
maintain data. This articulation reflects the two
rights individually, and that a disclosure does not
necessarily prompt subsequent action from an
individual. We also argue that a change in the
data does not always originate from an individ-
ual request and can be triggered internally, for
instance as part of data quality checks or routine
data maintenance.

When maintaining data (B3), the data in pro-
cessing purpose and data object is updated. At
this point, relationships with certain instances of
processing purpose may be removed (following a
right of restriction request) or added (following
authorization of further processing).

Following a right of access request, data must
be located (B4) - for that purpose, the data in data
object and system is read. In order to disclose
data to individuals (B5), the data in data object
and processing purpose is read and formatted
for communication. Disclosure can also occur
following a data breach. In this case, it is trig-
gered internally when the breach is discovered,
and the organization must communicate a list of
compromised data objects (B4) to individuals
(B5).

In the context of this study, we treat the right
of portability as a variant of data disclosure, as it
is also about communicating data records, with
the added requirement of doing so in a standard,
machine-readable format.

Following a right to restriction request under
the gdpr, organizations must stop processing the
related data until further notice (B6) and inform
third-party recipients of the restriction. At this
point, data object and processing purpose are
updated. We also suggest that organizations
document a “restriction” processing purpose to ef-
fectively freeze data processing with the following
business rule:

• R6: It is obligatory that life cycle status
of data object is updated if processing purpose
of data object is “restriction”.

5.2.3 Subview: End-of-life
The end-of-life stage is triggered by a deletion
request from the individual or by the ending of a
predefined retention rule. Here again, related
data objects must be located in the organization’s
system landscape (C1) before they can be archived
or deleted. At this point, the data in data object
and system is read.

As previously mentioned, when faced with a
deletion request, it should be determined whether
data can be erased, or whether it should be kept.
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This retention aspect has been cited as a signifi-
cant difficulty during Focus groups 1 and 2, and
participants mentioned that retention checks were
not automated in their organizations.

Depending on the outcome of the retention
check based on the retention period attribute,
the related data elements would either be archived
(C2) or removed (C3).

In the case of archival (C2), data in processing
purpose is read and data object is updated
(specifically, the life cycle status attribute).
In addition, the following business rule applies:

• R7: It is obligatory that life cycle status
of data object is changed if retention rule
of processing purpose is valid.

In the case of erasure (C3), data in processing
purpose is read and data object is deleted. In
addition, the following business rule applies:

• R8: It is obligatory that data object is erased
if retention rule of processing purpose is
void.

By erasure, we mean both deletion and
anonymization. As data is anonymized, mean-
ing that all personally identifiable information is
deleted, it no longer falls under the scope of data
protection regulations, and thus exits the personal
data life cycle.

Tab. 3 provides a condensed overview of CRUD
operations carried-out throughout life cycle step.

6 Summary and discussion

The purpose of this study was to analyze the im-
pact of data protection regulations from a data
management perspective. To that end, we have in-
vestigated two distinct aspects of such regulations
to develop of reference personal data life cycle
model for data protection, which constitutes our
main contribution.

First and foremost, data protection regulations
grant a set of rights to individuals, designed to
foster transparency about data processing, and
clearly set the scope of data processing activities.
The enablement of these rights translates into

requirements for organizations, which we have
represented using the concepts of life cycle process
and business rules, in order to show how these
requirements affect data management practices.
This objective mirrors our first research question
(RQ 1).

In addition to enabling data protection rights,
organizations must be in a position to demonstrate
that their processing of personal data has been
lawful and authorized, and that it occurs within the
contours of the regulatory rights and requirements.
This obligation reflects the new principle of ac-
countability, according to which organizations
must document the compliance of their processing
activities. To that effect, we have proposed a set of
data objects and attributes that should be recorded
along the steps of the data life cycle in order to
provide a basis for such documentation. Further-
more, our model shows that such documentation
(especially as it relates to processing purposes)
should begin before any data is collected. In that
sense, it matches the requirements for privacy by
design and by default, particularly as formulated
in the gdpr, which states that measures should be
implemented “both at the time of the determina-
tion of the means for processing and at the time
of the processing itself” (Art. 25). This mirrors
our second research question (RQ 2).

This study contributes to both research and
practice. For research, it complements existing
studies on the data life cycle by elaborating on
the under-researched domain of personal data and
by bringing in a regulatory perspective. By sug-
gesting a semi-formal notation, we translate the
emerging regulatory requirements into a set of
rules. It also links up with related studies from
the business process management domain. For
instance, Agostinelli et al. (2019) also use bpmn
to model processes triggered by the exercise of in-
dividual rights (e. g. access, rectification), aiming
to tackle them from process management perspec-
tive, which our study supplements by outlining
data-related requirements to support compliance
processes. Practitioners may benefit from the
standardized notation of data protection issues to
better understand data protection requirements,
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and identify potential blind spots in their opera-
tions.

7 Limitations and future research outlook

In this study, we purposefully bound our analysis
of data protection regulations to the concept of
the data life cycle. This informs organizations
about critical steps that need to be addressed to
tackle data protection requirements along the main
stages of the data life cycle (onboarding, usage,
end-of-life).

However, we only consider usage from the data
provisioning perspective and did not analyze the
actual data usage in detail. We argue that usage
would be better described using concepts other
than the data life cycle, such as data lineage, data
flows or information supply chains. Such concepts
would help analyze the information products and
subsequent insights that can be derived from per-
sonal data, which would be useful, for instance, in
the context of data protection impact assessments
of data analytics activities. Similarly, we lim-
ited the suggested data attributes to the ones that
strictly relate to legal requirements on an abstract
level. A formal data model enriched with business
rules could be developed for typical personal data
objects, incorporating our suggested attributes. A
classification of typical usage patterns could also
be described in order to enhance the mapping of
the retention policy to groups of data objects. Or-
ganizations would benefit from further describing
the way data is used, for example in terms of roles,
access control and permissions, and processes.
In that regard, future research should make the
link with responsibility definitions from the data
governance domain, as well as with the abundant
business process management literature stemming
from the regulatory compliance management do-
main.
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